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Abstract. The security of information has been a significant part of human
civilization since the ancient era. In the information society, the protection of
information becomes increasingly crucial for humankind, and new technologies
are progressing in an unending stream. Cryptography is one of the greatest
methods intended for protecting the transmission of messages and the security
of data. For instance, digital commerce, electronic telecommunications such
as mobile phone networks, sending personal emails, commercial transactions,
paying television, the security of bank cards, cryptocurrency, etc affect many
areas of our everyday lives. Cryptography enables secrecy and protection for
secret information by concealing it. It is made through a mathematical method.
In this study, we built a new mathematical technique for cryptography in
which we applied the Laplace transform (L-Transform) for the Mittag-Leffler
function (or E -function) to plain text for encryption and the correspondent
inverse L-Transform related to the E -function for decryption. Eventually, we
use the Monobit test and correlation test for measuring the security level of
encryption and the Python programming language for easily attaining cipher
text, the original message, and computations of statistical tests.

1. Introduction and preliminaries

Cryptography is simply the science of utilizing mathematics for encryption and
decryption of information. Its essential aim is to provide two groups, to commu-
nicate over a channel that is insecure in the manner that an opponent cannot
comprehend the message that is for the intended recipient. Information security
is becoming increasingly important in the utilization of electronic telecommuni-
cations in financial activities. Cryptography is intended to enable safety services
and it has become an important technique in many areas for information protec-
tion. Encryption is the procedure of converting an original message called plain
text to obscuring form named cipher text. We commonly use it for confidentiality
and generally for secret communication [15,24,25].
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A cipher is defined as a method for applying encryption and decryption. As
mentioned above, the actual message is regarded as plain text and the enciphered
form as cipher text. An encrypted message comprises the entire information
of original message but is not decipherable by a person or computer unless an
appropriate tool is used to decrypt it. It must look like nonsense to those not
aiming to understand it. We usually parameterize ciphers by using a bit of
subsidiary information named a key. Encrypting process is diversified based on
the key, which modifies the elaborate the operation of method. Unless the key is
proper, decryption is not possible.

Several methods for cryptography are presented in [2, 4, 5, 26–28]. The math-
ematical method utilizing matrices for it is presented in Dhanorkar and Hi-
warekar [7], Overbey and others [20], Saeednia [23]. A message is encrypted
by means of series expansion of f (t) and its L-Transform [11,12,15]. In [13], Hi-
warekar uses the L-Transform of hyperbolic cosine functions for encryption and
decryption. Here, we propose the E -function and its variations for Encryption
and decryption by L-Transform.

2. Preliminaries

Here, we give some definitions and features related to L-Transform, E -function,
and relations between them are significant in applying our method to cryptogra-
phy. First, let’s state the importance of the L-Transform and give its definition.
Since differential equations are transformed into polynomials that are easier to
solve with the L-Transform, the signal is used in modeling time-independent lin-
ear systems and solving differential equations, in various problems such as the
initial value theorem, the end value theorem and the boundary value problem, in
probability theory, and because it clearly shows the frequency characteristic of
the related function. It is also used in processing.

Definition 2.1. Let f be a function defined on R+. Then, L-Transform of f (t)
is expressed by

L{f (t)} = F (s) =

∫ ∞

0

e−stf (t) dt. (2.1)

The domain of F (s) is set of values of s when improper integral in (2.1) converges.
Furthermore, we can write (2.1) as f (t) = L−1{F (s)}, where f (t) is inverse L-
Transform of F (s).

Assume that the functions f and g have their L-Transforms for s > c1 and
s > c2, respectively. If c represents the maximum of the two numbers c1 and c2,
then for s > c and constant α and β, following expression holds:∫ ∞

0

e−st[c1f (t) + c2g (t)] dt = c1

∫ ∞

0

e−stf (t) dt+ c2

∫ ∞

0

e−stg (t) dt. (2.2)

That is to say L is a linear transform since

L{c1f (t) + c2g (t)} = c1L{f (t)}+ c2L{g (t)}. (2.3)
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Moreover, using the features of improper integral, the L-Transform of any finite
functions of t is sum of L-Transforms of single functions. Likewise, the same is
held for inverse L-Transforms [31].

We give L-Transforms of necessary functions for our study as follows [31]

L{tn} =
n!

sn+1
, (2.4)

L−1{ 1

sn+1
} =

tn

n!
. (2.5)

Apart from this, L-Transform of many functions can also be obtained using formal
definition.

Before touching on L-Transform of E -function and its variations, we want to
mention about the structure of E -function and its features. E -function was de-
scribed in 1903 by Swedish mathematician Magnus Gustav Mittag-Leffler. Later,
researchers generalized this function by adding some different parameters. E -
function first appeared in the solutions of fractional integral equations. Later, it
was used in fractional generalization of kinetic equations, random walks and Lévy
type flights. In this study, we aim to use E -function, which is a very effective
function, in a cryptological sense.

The exponential function ez has a very significant role for integer-order dif-
ferential equations. One-parameter generalization of ez is now represented by
following definition [3, 21].

Definition 2.2. One-parameter E -function is defined by

Eα (z) =
∞∑
j=0

zj

Γ (αj + 1)
(α ∈ C) .

It was presented by Mittag-Leffler [17–19] and also investigated by A. Wiman
[29,30].

Two-parameter E -function, which plays a critical role in fractional calculus,
presented by Agarwal [1,21]. By using L-Transform method, Humbert and Agar-
wal get several relations for this function [14, 21]. It could have been named the
Agarwal function. However, they greatheartedly left the same notation as for a
one-parameter E -function, and this is why we call a two-parameter function an
E -function [3, 8, 21].

Definition 2.3. By using the series expansion, a two-parameter E -function can
be defined as follows [3, 21]

Eα,β (z) =
∞∑
j=0

zj

Γ (αj + β)
, (α, β > 0) . (2.6)
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From the definition, we get

E1,m (z) =
1

zm−1

{
ez −

m−2∑
j=0

zj

j!

}
. (2.7)

Some of the special conditions for E -function are the hyperbolic sine and cosine:

E2,1

(
z2
)

=
∞∑
j=0

z2j

Γ (2j + 1)
=

∞∑
j=0

z2j

(2j)!
= cosh z, (2.8)

E2,2

(
z2
)

=
∞∑
j=0

z2j

Γ (2j + 2)
=

1

z

∞∑
j=0

z2j+1

(2j + 1)!
=

sinh z

z
. (2.9)

For β = 1, we get one-parameter E -function as

Eα,1 (z) =
∞∑
j=0

zj

Γ (αj + 1)
= Eα (z) . (2.10)

Using term-by-term derivation, we can build from (2.6) the series expansion of
derivatives of two-parameter Mittag-Leffler function [10]

dk

dzk
Eα,β (z) =

∞∑
j=k

(j)k
Γ (αj + β)

zj−k, k ∈ N, (2.11)

with (x)k representing the factorial below

(x)k = x (x− 1) ... (x− k + 1) . (2.12)

By modifying the index of the summation, we can derive the following expression
of the kth order derivative of two-parameter E -function by

dk

dzk
Eα,β (z) =

∞∑
j=0

(j + k)k
Γ (αj + αk + β)

zj. (2.13)

We give now L-Transform of tαk+β−1E
(k)
α,β (±atα), which has significant role in our

study [21],

L{tαk+β−1E
(k)
α,β (±atα)} =

∫ ∞

0

e−sttαk+β−1E
(k)
α,β (±atα) dt

=
k!sα−β

(sα ∓ a)k+1
,
(
Re (s) > |a|

1
a

)
. (2.14)

3. Main results

We give the following results, which consist of theorems and explanations for
our method, which is applying the L-Transform to E -function in cryptography.

Let us consider
f (t) = Gtαk+β−1E

(k)
α,β (±atα) , (3.1)

where α, β ∈ N+ and k, a ∈ N. Here, G represents Gj, j = 0, 1, 2, · · ·, which
correspondes to numerical values of characters in the given text message.
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For encryption of the plain text, firstly, each letter in the text message is
allocated to a number, thus we can obtain A = 0, B = 1, C = 2, ..., Z = 25.
Afterwards, we organize the text message Gj as a finite sequence of numbers.
Here, j = 0, 1, 2, · · ·, n − 1 where n is length of the text message. Subsequently,
utilizing the L-Transform of (3.1), we get

qj =
Gj (j + k)! (±a)j

j!
, for j = 0, 1, 2, · · ·. (3.2)

Therefore, each letter in the plain text corresponds to a new character. We can
acquire key values for every letter in the text message by using the following
formula

keyj =
qj −G

′
j

26
, for j = 0, 1, 2, · · ·, (3.3)

and finally G
′
j and keyj can be conveyed to receiver.

For decryption protocol of the secret message text, we can take into account
the following function

G
k!sα−β

(sα ∓ a)k+1
=

∞∑
j=0

Gj (j + k)! (±a)j

j!

1

sαj+αk+β
. (3.4)

By using the inverse L-Transform and similar procedures in the encryption of the
plain text that is mentioned above, secret message string G

′
j can be transformed

into Gj where

Gj =
G

′
j + 26 · keyj
(j+k)!

j!
(±a)j

, for j = 0, 1, 2, · · ·. (3.5)

We can generalize these results by the following theorems.

Theorem 3.1. Plain text string in respect of Gj, j = 0, 1, 2... by using the L-

Transform of Gtαk+β−1E
(k)
α,β (±atα) can be transformed to cipher text G

′
j, where

G
′

j = qj − 26 · keyj, for j = 0, 1, 2, · · · (3.6)

and

qj =
Gj (j + k)! (±a)j

j!
, for j = 0, 1, 2, · · · (3.7)

with private key

keyj =
qj −G

′
j

26
, for j = 0, 1, 2, · · ·. (3.8)

Theorem 3.2. The encrypted text string in respect of Gj, j = 0, 1, 2..., with
private key keyj, j = 0, 1, 2, ... by using the inverse L-Transform of

G
k!sα−β

(sα ∓ a)k+1
=

∞∑
j=0

Gj (j + k)! (±a)j

j!

1

sαj+αk+β
(3.9)
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can be transformed to plain text Gj, where

Gj =
G

′
j + 26 · keyj
(j+k)!

j!
(±a)j

, for j = 0, 1, 2, · · · (3.10)

and
qj = 26 · keyj +G

′

j, for j = 0, 1, 2, · · ·. (3.11)

Theorem 3.3. Encryption of the plain text and decryption of the secret message
in terms of (3.1) is independent of the choice of α and β.

Proof: Let us consider following function as

Gtαk+β−1E
(k)
α,β (±atα) =

∞∑
j=0

Gj (j + k)!

j!

(±a)j tαj+αk+β−1

Γ (αj + αk + β)

=
G0 (0 + k)!

0!

(±a)0 tα·0+αk+β−1

Γ (α · 0 + αk + β)

+
G1 (1 + k)!

1!

(±a)1 tα·1+αk+β−1

Γ (α · 1 + αk + β)

+
G2 (2 + k)!

2!

(±a)2 tα·2+αk+β−1

Γ (α · 2 + αk + β)

+ · · ·+ Gn (n+ k)!

n!

(±a)n tαn+αk+β−1

Γ (αn+ αk + β)
+ · · ·. (3.12)

By applying the L-Transform to (3.12) and using Γ (k + 1) = k!, we get

G
k!sα−β

(sα ∓ a)k+1
=

G0 (0 + k)!

0!

(±a)0

(α · 0 + αk + β − 1)!

(α · 0 + αk + β − 1)!

sα·0+αk+β

+
G1 (1 + k)!

1!

(±a)1

(α · 1 + αk + β − 1)!

(α · 1 + αk + β − 1)!

sα·1+αk+β

+
G2 (2 + k)!

2!

(±a)2

(α · 2 + αk + β − 1)!

(α · 2 + αk + β − 1)!

sα·2+αk+β

+ · · ·+ Gn (n+ k)!

n!

(±a)n

(α · n+ αk + β − 1)!

(α · n+ αk + β − 1)!

sα·n+αk+β
+ · · ·,

=
G0 (0 + k)! (±a)0

0!

1

sα·0+αk+β
+

G1 (1 + k)! (±a)1

1!

1

sα·1+αk+β

+
G2 (2 + k)! (±a)2

2!

1

sα·2+αk+β
+ · · ·+ Gn (n+ k)! (±a)n

n!

1

sα·n+αk+β
+ · · ·.

Therefore, the sequence corresponding to numerical values of the encrypted text
is obtained as a

qj =
Gj (j + k)! (±a)j

j!
, for j = 0, 1, 2, · · ·.

This proves the theorem.
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In the following, we provide an example for encryption of the plain text and
decryption of the secret message.

3.1. ENCRYPTION. Let’s consider the following expression

tαk+β−1E
(k)
α,β (±atα) =

∞∑
j=0

(j + k)!

j!

(±a)j tαj+αk+β−1

Γ (αj + αk + β)

=
(0 + k)!

0!

(±a)0 tα·0+αk+β−1

Γ (α · 0 + αk + β)

+
(1 + k)!

1!

(±a)1 tα·1+αk+β−1

Γ (α · 1 + αk + β)

+
(2 + k)!

2!

(±a)2 tα·2+αk+β−1

Γ (α · 2 + αk + β)

+ · · ·+ (n+ k)!

n!

(±a)n tαn+αk+β−1

Γ (αn+ αk + β)
+ · · ·, (3.13)

where α, β > 0 and a ∈ R+. If we assign 0 to A and 1 to B, in the same manner,
then Z will be 25. Assume that the message for plain text is “PROFESSOR”. It
corresponds

P R O F E S S O R
15 17 14 5 4 18 18 14 17

.

Suppose that

G0 = 15, G1 = 17, G2 = 14,
G3 = 5, G4 = 4, G5 = 18,
G6 = 18, G7 = 14, G8 = 17,
Gn = 0 for n ≥ 9.

Let us take into account the following mathematical expression

GE2,1

(
2t2

)
=

∞∑
k=0

Gk · (2t2)k

Γ (2k + 1)
=

∞∑
k=0

Gk · 2kt2k

(2k)!

=
G0 · 20t0

0!
+

G1 · 21t2

2!
+

G2 · 22t4

4!

+
G3 · 23t6

3!
+

G4 · 24t8

4!
+

G5 · 25t10

10!

+
G6 · 26t12

12!
+

G7 · 27t14

14!
+

G8 · 28t16

16!

= 15 + 17 · 2t
2

2!
+ 14 · 2

2t4

4!
+ 5 · 2

3t6

6!

+ 4 · 2
4t8

8!
+ 18 · 2

5t10

10!
+ 18 · 2

6t12

12!

+ 14 · 2
7t14

14!
+ 17 · 2

8t16

16!
, (3.14)
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where we set α = 2, β = 1, k = 0 and a = 2. So, GE2,1 (2t
2) is special case of

(3.13).

If we apply L-Transform to both sides of (3.14), then we get

L{f (t)} = L{GE2,1

(
2t2

)
}

=
15

s
+

34

s3
+

56

s5
+

40

s7
+

64

s9
+

576

s11
+

1152

s13
+

1792

s15
+

4352

s17
.

By adjusting the values 15 34 56 40 64 576 1152 1792 4352 to mod 26, we ob-
tain

15 8 4 14 12 4 8 24 10 .

If the values for sender transmitted are 0 1 2 1 2 22 44 68 167 as private key,
and using r = q − 26 · key, we have

15 = 15− 26 · 0, 8 = 34− 26 · 1, 4 = 56− 26 · 2,
14 = 40− 26 · 1, 12 = 64− 26 · 2, 4 = 576− 26 · 22,
8 = 1152− 26 · 44, 24 = 1792− 26 · 68, 10 = 4352− 26 · 167.

If we convert the resultant values into encrypted messages by using assignment,
we have

15 8 4 14 12 4 8 24 10
P I E O M E I Y K

.

Hence, the message change “PROFESSOR” into “PIEOMEIYK”.

3.2. DECRYPTION. It is assumed that the encrypted message string be “PIEOMEIYK”
that is corresponded to

15 8 4 14 12 4 8 24 10 .

Assume that
G

′
0 = 15, G

′
1 = 8, G

′
2 = 4,

G
′
3 = 14, G

′
4 = 12, G

′
5 = 4,

G
′
6 = 8, G

′
7 = 24, G

′
8 = 10,

G
′
n = 0 for n ≥ 9.

We give the private key keyj for j = 0, 1, 2, · · ·, as
0 1 2 1 2 22 44 68 167 .

Let us suppose

qj = 26 · keyj +G
′

j for j = 0, 1, 2, · · ·. (3.15)

Therefore, we obtain qj for j = 0, 1, 2, · · ·, 8, which correspond to the following
values

15 34 56 40 64 576 1152 1792 4352 .

We take the following into consideration

G
s

s2 − 2
=

15

s
+

34

s3
+

56

s5
+

40

s7
+

64

s9
+

576

s11
+

1152

s13
+

1792

s15
+

4352

s17

=
∞∑
j=0

qj
s2j+1

. (3.16)
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If we take the inverse L-Transform of (3.16), we get

GE2,1

(
2t2

)
= 15 + 17 · 2t

2

2!
+ 14 · 2

2t4

4!
+ 5 · 2

3t6

6!

+ 4 · 2
4t8

8!
+ 18 · 2

5t10

10!
+ 18 · 2

6t12

12!

+ 14 · 2
7t14

14!
+ 17 · 2

8t16

16!
. (3.17)

Consequently, we obtain

G0 = 15, G1 = 17, G2 = 14,
G3 = 5, G4 = 4, G5 = 18,
G6 = 18, G7 = 14, G8 = 17,
G

′
n = 0 for n ≥ 9.

The obtained results are corresponded to “PROFESSOR”.

Example 3.4. Assume the plain text be string ‘PROFESSOR’. By applying our
results in section 3, we have the following secret messages

(1) ‘PIQUUEWIX’ for a = 1, k = 1,

(2) ‘EYMWQCUUW’ for a = 1, k = 2,

(3) ‘MWCKUUCEY’ for a = 7, k = 3,

(4) ‘GWCMEYMCA’ for a = 5, k = 5,

(5) ‘EQOUQKGEW’ for a = 5, k = 2.

The results in Example 1 can be attained by using the codes below, which we
write by the help of Python 3.8.5.

import s t r i n g

import math

import s c ipy . s t a t s as s t a t s

import numpy as np

s t r i n g . a s c i i l ow e r c a s e

z = l i s t ( s t r i n g . a s c i i l ow e r c a s e )

de f b ina ry ope ra to r ( i ) :

l i s t 3 = [ ]

whi l e i >= 1 :

l i s t 3 . append ( i % 2)

i = i // 2

return l i s t 3 [ : : = 1 ]

de f en c ryp t i on gene r a l ( a , n ) :

mes = input (” Please ente r an \
message f o r encrypt ion : ” ) . lower ( )

l i s t m e s = l i s t (mes )

l i s t G = [ i f o r j in l i s t m e s f o r i in range (26) \
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i f z [ i ] == j ]

l i s t man ipu l a t ed = [ i n t ( l i s t G [ i ]* \
(math . f a c t o r i a l ( i+n )/(math . f a c t o r i a l ( i ) ) ) * ( a** i ) ) \
f o r i in range ( l en ( l i s t G ) ) ]

l i s t mod = [ i % 26 f o r i in l i s t man ipu l a t ed ]

l i s t e n c r y p t e d = [ z [ j ] f o r j in l i s t mod ]

l i s t o r d p l a i n = [ ord ( i ) f o r i in l i s t m e s ]

l i s t b i n a r y p l a i n = [ [ 0 ]+ b ina ry ope ra to r ( i ) \
f o r i in l i s t o r d p l a i n ]

l i s t o r d s e c r e t = [ ord ( i ) f o r i in l i s t e n c r y p t e d ]

l i s t b i n a r y s e c r e t = [ [ 0 ]+ b ina ry ope ra to r ( i ) \
f o r i in l i s t o r d s e c r e t ]

l i s t p l a i n p e a r s o n = [ j f o r i in l i s t b i n a r y p l a i n \
f o r j in i ]

l i s t s e c r e t p e a r s o n = [ j f o r i in l i s t b i n a r y s e c r e t \
f o r j in i ]

encrypted message = ”” . j o i n ( l i s t e n c r y p t e d )

p r i n t (”*”*123)

p r i n t (”Your q i : ” , l i s t man ipu l a t ed )

p r i n t (”*”*123)

p r i n t (”Your encrypted numbers : ” , l i s t mod )

p r in t (”*”*123)

p r i n t (” Binary l i s t s f o r p l a i n text : \
” , l i s t p l a i n p e a r s o n )

p r i n t (”*”*123)

p r i n t (” Binary l i s t s f o r s e c r e t message : \
” , l i s t s e c r e t p e a r s o n )

p r i n t (”*”*123)

p r i n t (”Monobit t e s t f o r p l a i n text : ” )

p r i n t ( monob i t te s t ( l i s t b i n a r y p l a i n ) )

p r i n t (”*”*123)

p r i n t (”Monobit t e s t f o r s e c r e t t ex t : ” )

p r i n t ( monob i t te s t ( l i s t b i n a r y s e c r e t ) )

p r i n t (”*”*123)

p r i n t (” Phi t e s t : ” , p h i t e s t ( l i s t p l a i n p e a r s o n , \
l i s t s e c r e t p e a r s o n ) )

p r i n t (”*”*123)

re turn ”Your encrypted message i s : \
”+ encrypted message . upper ( )

de f p r i v a t ek ey g en e r a l ( ) :

l i s t man ipu l a t edb = input (” Please ente r q i : ” ) . s p l i t (” , ”)

l i s t modb = input (” Please ente r \
encrypted numbers : ” ) . s p l i t (” , ”)

l i s t man ipu l a t ed = [ i n t ( i ) f o r i in l i s t man ipu l a t edb ]

l i s t mod = [ i n t ( j ) f o r j in l i s t modb ]



LAPLACE TRANSFORM FOR MITTAG-LEFFLER FUNCTION IN CRYPTOGRAPHY 91

l i s t p r i v a t e k e y = [ i n t ( ( i=j )/26) \
f o r i , j in z ip ( l i s t man ipu l a t ed , l i s t mod ) ]

r e turn ”Your p r i va t e key i s : ” , l i s t p r i v a t e k e y

de f d e c ryp t i on gene r a l ( a , n ) :

dmes = input (” Please ente r an \
message f o r decrypt ion : ” ) . lower ( )

pr ivatekey = input (” Please ente r \
pr i va t e key : ” ) . s p l i t (” , ”)

l i s t p r i v a t e k e y = [ i n t ( i ) f o r i in pr ivatekey ]

l i s t dme s = l i s t (dmes )

l i s t dG = [ i f o r j in l i s t dme s \
f o r i in range (26) i f z [ i ] == j ]

l i s t man ipu l a t ed = [ i n t (26* j + i ) \
f o r i , j in z ip ( l i s t dG , l i s t p r i v a t e k e y ) ]

l i s t o r i g i n a l = [ i n t ( ( l i s t man ipu l a t ed [ i ] ) \
/(math . f a c t o r i a l ( i+n) \
/(math . f a c t o r i a l ( i ) )* ( a** i ) ) ) \
f o r i in range ( l en ( l i s t man ipu l a t ed ) ) ]

l i s t w o r d s = [ z [ i ] f o r i in l i s t o r i g i n a l ]

decrypted = ”” . j o i n ( l i s t w o r d s )

re turn ”Your message i s : ” , decrypted . upper ( )

Before utilizing monobit test and correlation analysis for the results above, we
want to give some information on these tests.

Many studies have been done to investigate the reliability of a cryptographic
algorithm. Inhomogeneity, frequency distribution, and bit rate are commonly
used for reliability. The first method to be applied in this study is the monobit
test. The monobit test is used to determine whether the frequency of 0’s and
1’s in bit sequences in the cipher text. Let’s denote the number of 0’s and 1’s in
bit sequences respectively. The calculated value obtained is compared with the
critical of value at 1 degree of freedom. If the calculated value is smaller than the
critical of value, it means that the bit sequences passed the monobit test. The
formula of the Monobit test is represented by

χ2 =
(n0 − n1)

2

n
, (3.18)

where n0, n1 and n represent the number of zeroes, ones, and both of them,
respectively [22].

Correlation analysis used in statistics examines whether there is a relationship
between two or more variables. The phi coefficient will be used to measure the
correlation value. The phi coefficient is the coefficient of the relationship between
two variables with a binary data structure. The aim is to have a completely
different or low relationship between plain text and cipher text. If the obtained
phi coefficient approaches 1, there is a strong relationship between them. If
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the phi coefficient approaches 0, there is a very weak relationship between them
[6,9, 16].

By utilizing the Table 1 as follows,

y = 1 y = 0 total

x = 1 n11 n10 n1·
x = 0 n01 n00 n0·
total n·1 n·0 n

Table 1. 2× 2 table for two random variables x and y

we get the following phi coefficient formula

ϕ =
n11n00 − n10n01√

n·1n·0n1·n0·
, (3.19)

where n11, n10, n01 and n00 denote the observation frequencies.

By using the monobit test and correlation analysis, we have the following results
for cipher texts in Example 1.

Calculated value1 Critical value2

Project Phi Coefficient Monobit Test Phi Coefficient Monobit Test

PIQUUEWIX 0.438632 0.5 0.5 3.8415
EYMWQCUUW 0.457107 3.5555 0.5 3.8415
MWCKUUCEY 0.429725 2.7222 0.5 3.8415
GWCMEYMCA 0.376868 1.3888 0.5 3.8415
EQOUQKGEW 0.486916 2.7222 0.5 3.8415

Table 2. Results for Monobit Test and Correlation Analysis for Example 1

The values of Table 2 can be obtained by using following codes, which we write
by means of Python 3.8.5.

de f p h i t e s t ( l i s t 1 , l i s t 2 ) :

l i s t 3 = [ i f o r i in z ip ( l i s t 1 , l i s t 2 ) ]

l i s t o o = [ i f o r i in l i s t 3 i f i == ( 1 , 1 ) ]

l i s t o z = [ i f o r i in l i s t 3 i f i == ( 1 , 0 ) ]

l i s t z z = [ i f o r i in l i s t 3 i f i == ( 0 , 0 ) ]

l i s t z o = [ i f o r i in l i s t 3 i f i == ( 0 , 1 ) ]

l i s t p o = [ i f o r i in l i s t 3 i f i [ 1 ] == 1 ]

l i s t p z = [ i f o r i in l i s t 3 i f i [ 1 ] == 0 ]

l i s t o p = [ i f o r i in l i s t 3 i f i [ 0 ] == 1 ]

l i s t z p = [ i f o r i in l i s t 3 i f i [ 0 ] == 0 ]

phi = ( ( l en ( l i s t o o )* l en ( l i s t z z ) ) \
= ( l en ( l i s t o z )* l en ( l i s t z o ) ) ) \
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/ (math . s q r t ( l en ( l i s t o p ) \
* l en ( l i s t z p )* l en ( l i s t p o ) \
* l en ( l i s t p z ) ) ) \
re turn phi

de f monob i t te s t ( l i s t e x ) :

l i s t z = [ ]

l i s t z e r o s = [ ]

l i s t o n e s = [ ]

f o r i in l i s t e x :

f o r j in i :

l i s t z . append ( j )

f o r k in l i s t z :

i f k == 0 :

l i s t z e r o s . append (k )

e l i f k == 1 :

l i s t o n e s . append (k )

ch i = ( l en ( l i s t z e r o s ) = l en ( l i s t o n e s ) )**2 \
/ ( l en ( l i s t z e r o s ) \
+ len ( l i s t o n e s ) )

p r i n t (” Zeros : ” , l en ( l i s t z e r o s ) )

p r i n t (”Ones : ” , l en ( l i s t o n e s ) )

p r i n t ( ch i )

The computed values of χ2 and ϕ are less in relation to critical values of them.
This implies that these binary streams corresponding to cipher texts pass the
Monobit test and correlation analysis in respect of phi coefficient. These results
show that the results we obtained using the E -function are quite effective. It
is seen how the structure of the function used affects the L-Transform and the
cryptological results obtained.

4. Conclusion

In this study, we combined one of the encryption techniques, which has an
important place in cryptography, with the L-Transform, one of the most impor-
tant transformations in mathematical physics. We achieved very effective results
with the help of E -function. We wrote the codes for word encryption in the
Python program and presented five examples. We examined the reliability of the
statistically obtained results with Monobit test. We proved that the results are
quite good and E -function is quite effective. We also proved that the obtained
results are independent of the parameters of two-parameter E -function. Finally,
we examined the connection status between the existing word and the word that
we generated and encrypted with the correlation test. This test also showed that
the technique we used provides very strong encryption. We hope that this study
will contribute to the applications of mathematics related to cryptology and will
guide scientists working on this subject. Cryptologically important studies can
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be done using other types of E -function and other functions. Also, other trans-
formations can be used instead of L-transformation.
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