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Abstract. In this work, we will present an example of encryption and de-
cryption, by using the elliptic curve defined over the ring A2 = F2d [ε], where
d is a positive integer and ε2 = 0. The motivation for this work came from
the observation that communications, industrial automation and many more.
For majority of these applications, security is a vital issue. Cryptography
plays an important role in providing data security. In a first time, we describe
these curves defined over this ring. Then, we study the algorithmic properties
by proposing effective implementations for representing the elements and the
group law. In other we give an example of encrypted message with a secret
key.

1. Introduction

Let d be an integer, we consider the quotient ring

A2 =
F2d [X]

(X2)
,

where F2d is the finite field of order 2d.
Then the ring A2 is identified to the ring F2d [ε] with ε2 = 0, ie:

A2 = { a0 + a1 · ε | a0, a1 ∈ F2d }.
We consider the elliptic curve over the ring A2 which is given by equation:

Y 2Z +XY Z = X3 + aX2Z + bZ3. (1.1)

where a, b are in A2 and b is invertible in A2, see [4] and [3].

2. Notations

Lets a,b ∈ A2 such that b is invertible in A2. We denote the elliptic curve over
A2 by Ea,b(A2) and we write:

Ea,b(A2) = { [X : Y : Z] ∈ P2(A2) | Y 2Z + XY Z = X3 + aX2Z + bZ3 }.

If b0 ∈ F2d \ {0} and a0 ∈ F2d , we also write:

Ea0,b0(F2d) = { [X : Y : Z] ∈ P2(F2d) | Y 2Z + XY Z = X3 + a0X
2Z + b0Z

3 }.
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3. Classification of elements of Ea,b(A2)

Let [X : Y : Z] ∈ Ea,b(A2), where X, Y and Z are in A2. We have two cases
for Z:

• Z invertible: then, [X : Y : Z] = [XZ−1 : Y Z−1 : 1] hence, we take just
[X : Y : 1].
• Z non invertible: so, Z = z1ε see [3], in this case we have two cases for Y.

- if Y invertible: then, [X : Y : Z] = [XY −1 : 1 : ZY −1] so, we just take
[X : 1 : z1ε] ∈ Ea,b(A2) then, verifies the equation (1.1). We write:

a = a0 + a1ε

b = b0 + b1ε

X = x0 + x1ε
We have;

z1ε+ (x0 + x1ε) · z1ε = (x0 + x1ε)
3 + (a0 + a1ε) · (x0 + x1ε)

2 · z1ε+ (b0 + b1ε) · z31ε3,

which implies that

z1ε+ (x0z1ε) = x30 + (x20x1 + a0x
2
0z1)ε

so,
z1ε+ x0z1ε = x30 + (x20x1 + a0x

2
0z1)ε

then,
(z1 + x0z1) · ε = x30 + (x20x1 + a0x

2
0z1)ε

since (1, ε) is a basis of the vector space A2 over F2d then, x0 = 0 so,
X = x1ε and z1ε = 0 (ie z1 = 0) hence, [X : 1 : z1ε] = [x1ε : 1 : 0].

- if Y non invertible: then, we have Y = y1ε so, x = x0 + x1ε is invertible
hence, we take [X : Y : Z] ∼ [1 : y1ε : z1ε], thus 1 + a.z1ε = 0 ie:
1 + a0.z1ε = 0, which is absurd

Proposition 3.1. Every element of Ea,b(A2) is of the form
[X : Y : 1] or [xε : 1 : 0], where x ∈ F2d and we write

Ea,b(A2) = { [X : Y : 1] ∈ P2(A2) | Y 2 +XY = X3 + aX2 + b }
⋃
{ [xε : 1 : 0] | x ∈ F2d }.

• we consider the canonical projection π defined by:

π : A2 −→ F2d

x0 + x1ε 7−→ x0
π is a morphism of rings.
• let π2 the mapping defined by:

Ea,b(A2)
π2−→ Ea0,b0(F2d)

[X : Y : Z] 7−→ [π(X) : π(Y ) : π(Z)]

Theorem 3.2. Lets P = [X1 : Y1 : Z1] and Q = [X2 : Y2 : Z2] two points in
Ea,b(A2), and P + Q = [X3 : Y3 : Z3].
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• if [π(X1) : π(Y1) : π(Z1)] = [π(X2) : π(Y2) : π(Z2)], then:
X3 = X1Y1Y 2

2 +X2Y 2
1 Y2+X

2
2Y

2
1 +X1X2

2Y1+aX
2
1X2Y2+aX1X2

2Y1+aX
2
1X

2
2+bX1Y1Z2

2+bX2Y2Z2
1+

bX2
1Z

2
2 + bY1Z2

2Z1 + bY2Z2
1Z2 + bX1Z2

2Z1

Y3 = Y 2
1 Y

2
2 +X2Y 2

1 Y2+aX1X2
2Y1+a

2X2
1X

2
2+bX

2
1X2Z2+bX1X2

2Z1+bX1Y1Z2
2+bX

2
1Z

2
2+abX

2
2Z

2
1+

abX2
1Z

2
2 + bY1Z1Z2

2 + bX1Z1Z2
2 + abX1Z1Z2

2 + abX2Z2
1Z2 + b2Z2

1Z
2
2

Z3 = X2
1X2Y2+X1X2

2Y1+Y
2
1 Y2Z2+Y1Y 2

2 Z1+X2
1X

2
2 +Y

2
1 X2Z2+X2

1Y2Z2+aX2
1Y2Z2+aX2

2Y1Z1+

X2
1X2Z2 + aX1X2

2Z1 + bY1Z1Z2
2 + bY2Z2

1Z2 + bX1Z1Z2
2

• if [π(X1) : π(Y1) : π(Z1)] 6= [π(X2) : π(Y2) : π(Z2)], then:
X3 = X1Y 2

2 Z1 +X2Y 2
1 Z2 +X2

1Y2Z2 +X2
2Y1Z1 + aX2

1X2Z2 + aX1X2
2Z1 + bX1Z1Z2

2 + bX2Z2
1Z2

Y3 = X2
1X2Y2 + X1X2

2Y1 + Y 2
1 Y2Z2 + Y1Y 2

2 Z1 + X2
1Y2Z2 + X2

2Y1Z1 + aX2
1Y2Z2 + aX2

2Y1Z1 +

aX2
1X2Z2 + aX1X2

2Z1 + bY1Z1Z2
2 + bY2Z2

1Z2 + bX1Z1Z2
2 + bX2Z2

1Z2

Z3 = X2
1X2Z2 +X1X2

2Z1 + Y 2
1 Z

2
2 + Y 2

2 Z
2
1 +X1Y1Z2

2 +X2Y2Z2
1 + aX2

1Z
2
2 + aX2

2Z
2
1

Proof. Using the explicit formulas in W.Bosma and H.Lenstra article , see [15],
we prove the theorem. �

Remark 3.3. • with this theorem we prove that the mapping π2 is a surjec-
tive morphism of groups.
• (Ea,b(A2),+) is a group of unity [0 : 1 : 0], and the opposite of element

[X : Y : Z] is [X : X + Y : Z].

4. Cryptography based on a password

Let Ea,b(A2) an elliptic curve over A2 and an irreducible polynomial R(X) =
1 +X +X3 in F2[X]. R(X) have not roots in the F2 because R(0) = 1, R(1) = 1

but there exist an α where R(α) = 0 in F8 = F2[X]
(R(X))

, so (1, α, α2) is a basis of the

vector space F8 over F2.

F8 = {0, 1, α, α2, α + 1, α2 + α, α2 + 1, α2 + α + 1}
• Lets

a = 1 + α

b = 1 + α2ε

so;
Ea,b(F8[ε]) : Y 2 +XY = X3 + (1 + α)X2 + (1 + α2ε).

Let P ∈ Ea,b(F8[ε]) of order l, we will use the subgroup < P > of Ea,b(F8[ε]) to
encrypt messages, and we denote G =< P > .

4.1. Coding of elements of G. We will give a code to each element Q = mP
where m ∈ {1, 2, .., l} defined as following:
Assume Q = [x0 + x1ε : y0 + y1ε : Z] where xi, yi ∈ F8 for i = 0 or 1 and Z = 0
or 1, we set:

xi = c0i + c1iα + c2iα
2

yi = d0i + d1iα + d2iα
2

where α is a primitive root of an irreducible polynomial of degree 3 over F2 and
cij, dij ∈ F2, then we code Q as it follows:

• if Z = 1 then;

Q = c00c10c201c01c11c211d00d10d201d01d11d211
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• if Z = 0 then;

Q = 0000c01c11c210d00d10d2000000

4.2. Example.

a = 1 + α

b = 1 + α2ε

The elliptic curve Ea,b(F8[ε]) has 112 elements:
{[(α2 + α+ 1)ε : 1 : 0], [(α2 + 1)ε : 1 : 0], [(1 + α)ε : 1 : 0], [(α2 + α)ε : 1 : 0], [α2ε :
1 : 0], [αε : 1 : 0], [ε+ α2 + 1 : αε+ α : 1], [α2 + α : (α2 + α+ 1)ε : 1], [α2ε : ε+ 1 :
1], [(α2 + 1)ε+α2 + 1 : (α2 +α)ε+α : 1], [(1 +α)ε+α2 : (α2 +α+ 1)ε+α2 + 1 :
1], [(α2+α)ε+1+α : (α2+α+1)ε+α2 : 1], [(1+α)ε+α2+1 : α : 1], [α2ε+α2+α+1 :
ε+1 : 1], [1+α : (α2 +1)ε+α2 +α+1 : 1], [(α2 +α+1)ε+α : (α2 +1)ε+α2 +α :
1], [αε + α2 : (α2 + 1)ε + α2 + 1 : 1], [(1 + α)ε + α2 + α + 1 : (1 + α)ε + 1 :
1], [α2ε : (1 + α)ε + 1 : 1], [α2ε + 1 + α : α2ε + α2 + α + 1 : 1], [αε + α2 + 1 :
ε + α : 1], [(1 + α)ε + α2 + α : (α2 + 1)ε + α2 + α : 1], [α2ε + α2 + α + 1 :
(α2 + 1)ε + α2 + α : 1], [(α2 + 1)ε + 1 + α : (α2 + α)ε + α2 : 1], [αε + α2 + α :
0 : 1], [α2 + 1 : (1 + α)ε + α2 + α + 1 : 1], [ε + α2 + 1 : (1 + α)ε + α2 + α + 1 :
1], [(α2 + α + 1)ε + α2 + 1 : (1 + α)ε + α2 + α + 1 : 1], [(α2 + α + 1)ε + α2 :
(1+α)ε+1 : 1], [α2ε+α2 +1 : (α2 +α+1)ε+α : 1], [(1+α)ε+α2 +α : (α2 +α)ε :
1], [(α2 +α+ 1)ε+ 1 +α : ε+α2 : 1], [(α2 +α)ε+α2 + 1 : (1 +α)ε+α2 +α+ 1 :
1], [(α2+1)ε+α2+1 : (1+α)ε+α2+α+1 : 1], [(α2+1)ε+1+α : (1+α)ε+α2+α+1 :
1], [ε+α2 : αε+1 : 1], [(α2+1)ε+α2+α+1 : αε+1 : 1], [α2ε : αε+1 : 1], [ε+α2+α :
ε : 1], [(1+α)ε+α2+1 : (1+α)ε+α2+α+1 : 1], [α2ε+α2+1 : (1+α)ε+α2+α+1 :
1], [αε + α2 + 1 : (1 + α)ε + α2 + α + 1 : 1], [(α2 + α + 1)ε + α2 + α + 1 :
α2ε + 1 : 1], [(1 + α)ε + α2 : α2ε + 1 : 1], [α2ε : α2ε + 1 : 1], [α2 + α + 1 :
(α2 +α)ε+α2 +α : 1], [α2ε : 1 : 1], [(α2 +α)ε+α2 : 1 : 1], [ε+α, (1+α)ε+α2 +α :
1], [(α2 + α + 1)ε + α2 + α + 1 : (1 + α)ε + α2 + α : 1], [(α2 + α)ε + α2 + α :
(1+α)ε+α2 +α : 1], [(α2 +α)ε+1+α : ε+α2 +α+1 : 1], [(α2 +α+1)ε+α2 +α :
(1 + α)ε : 1], [ε + α2 + α + 1 : α2ε + α2 + α : 1], [ε + 1 + α : αε + α2 + α + 1 :
1], [α : αε+ α2 + α : 1], [αε+ α2 + α + 1 : αε+ α2 + α : 1], [αε+ α2 + α + 1 : 1 :
1], [(α2 +α+ 1)ε+α2 +α : α2ε+α2 +α : 1], [α2 : ε+α2 + 1 : 1], [(1 +α)ε+ 1 +α :
(α2 + α+ 1)ε+ α2 + α+ 1 : 1], [α2 + α : (α2 + α+ 1)ε+ α2 + α : 1], [ε+ α2 + α :
α2 + α : 1], [αε + 1 + α : α2 + α + 1 : 1], [α2 : ε+ 1 : 1], [(α2 + α)ε+ α2 + α + 1 :
(α2+α+1)ε+1 : 1], [α2ε : (α2+α+1)ε+1 : 1], [(α2+α)ε+α2+1 : (α2+1)ε+α :
1], [ε+ α2 : (1 + α)ε+ α2 + 1 : 1], [ε+ 1 + α : (1 + α)ε+ α2 : 1], [(α2 + α)ε+ α2 :
(α2+α)ε+α2+1 : 1], [(α2+α)ε+α2+α : (α2+1)ε : 1], [ε+α2+α+1 : (α2+1)ε+1 :
1], [(α2 + α + 1)ε + α2 + 1 : α2ε + α : 1], [α2ε + α2 + α : αε : 1], [(α2 + α)ε + α :
α2ε + α2 + α : 1], [(α2 + α)ε + α : αε + α2 : 1], [(α2 + 1)ε + α : αε + α2 :
1], [(1 +α)ε+α : αε+α2 : 1], [(1 +α)ε+α : ε+α2 +α : 1], [(1 +α)ε+α2 +α+ 1 :
α2 + α : 1], [α2 + α + 1 : (α2 + α)ε + 1 : 1], [α2ε : (α2 + α)ε + 1 : 1] , [α2ε + α :
αε+α2 : 1], [αε+1+α : αε+α2 : 1], [αε+α : αε+α2 : 1], [(α2 +1)ε+α2 : α2 +1 :
1], [αε+α : α2+α : 1], [(1+α)ε+1+α : α2ε+α2 : 1], [(α2+1)ε+α2+α : ε+α2+α :
1], [αε+α2+α : αε+α2+α : 1], [α2ε+α2 : αε+α2+1 : 1], [(α2+1)ε+α2+α+1 :
(α2+α+1)ε+α2+α : 1], [(α2+1)ε+α : (α2+α+1)ε+α2+α : 1], [(α2+α+1)ε+α2 :
α2ε+α2 + 1 : 1], [α2ε : (α2 + 1)ε+ 1 : 1], [α2ε+α : (α2 +α)ε+α2 +α : 1], [1 +α :
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(α2 + 1)ε+ α2 : 1], [(α2 + α+ 1)ε+ 1 + α : (α2 + α)ε+ α2 + α+ 1 : 1], [α2ε+ α2 :
(α2+α)ε+1 : 1], [α2+1 : (1+α)ε+α : 1], [(α2+1)ε+α2+α : α2ε : 1], [α2ε+1+α :
α2 : 1], [0 : 1 : 0], [α : αε+α2 : 1], [ε+α : αε+α2 : 1], [(α2 +α+ 1)ε+α : αε+α2 :
1], [(α2 + α)ε + α2 + α + 1 : ε + α2 + α : 1], [α2ε + α2 + α : (α2 + α)ε + α2 + α :
1], [αε+ α2 : (α2 + α + 1)ε+ 1 : 1], [ε : 1 : 0], [(α2 + 1)ε+ α2 : (α2 + 1)ε+ 1 : 1]}

Let; P = [α : α+α2+αε : 1] = 0101000101110101. We also attach any element
Q ∈ G a letter of the alphabet or a punctuation sign and we assemble the results
in the following table:

mP code of mP symbol
1 [α : α + α2 + αε : 1] 0101000101110101 a
2 [1 + α + ε : α2 + (1 + α)ε : 1] 1101100100111101 b
3 [α2 + αε : 1 + α2 + (α2 + 1)ε : 1] 1101011100111111 c
4 [1 + α + α2 + (1 + α)ε : α + α2 : 1] 1111110101110001 d
5 [α + α2 + (1 + α + α2)ε : (1 + α)ε : 1] 0111111100011101 e
6 [1 + α2 + (1 + α + α2)ε : α + α2ε : 1] 1011111101010011 f
7 [α2ε : 1 + (1 + α2)ε : 1] 0001001110011011 g
8 [1 +α2 + (1 +α2)ε : 1 +α+α2 + (1 +α)ε : 1] 1011101111111101 h
9 [α + α2 + αε : α + α2 + αε : 1] 0111010101110101 i
10 [1 + α + α2 + αε : 1 : 1] 1111010110010001 j
11 [α2 + α2ε : 1 + (α + α2)ε : 1] 0011001110010111 k
12 [1 + α + (α + α2)ε : 1 + α + α2 + ε : 1] 1101011111111001 l
13 [α + (1 + α)ε : α2 + αε : 1] 0101110100110101 m
14 [α2ε : 1 : 0] 0000001010000000 n
15 [α + (1 + α)ε : α + α2 + ε : 1] 0101110101111001 o
16 [1 + α + (α + α2)ε : α2 + (1 + α + α2)ε : 1] 1101011100111111 p
17 [α2 + α2ε : 1 + α2 + αε : 1] 0011001110110101 q
18 [1 + α + α2 + αε : α + α2 + αε : 1] 1111010101110101 r
19 [α + α2 + αε : 0 : 1] 0111010100010001 s
20 [1 + α2 + (1 + α2)ε : α + (α + α2)ε : 1] 1011101101010111 t
21 [α2ε : 1 + ε : 1] 0001001110011001 u
22 [1+α2+(1+α+α2)ε : 1+α+α2+(1+α)ε : 1] 1011111111111101 v
23 [α + α2 + (1 + α + α2)ε : α + α2 + α2ε : 1] 0111111101110011 w
24 [1 + αα2 + (1 + α)ε : 1 + (1 + α)ε : 1] 1111110110011101 x
25 [α2 + αε : 1 + (1 + α + α2)ε : 1] 0011010110011111 y
26 [1 + α + ε : 1 + α + α2 + αε : 1] 1101100111110101 z
27 [α : α2 + αε : 1] 0101000100110101 space
28 [0 : 1 : 0] 0000000010000000 .
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5. Encryption and Decryption Technique

1) To encrypt the following message ”use the elliptic curve” we follow these
steps;

a) remove the white space, the message becomes ”usetheellipticcurve”.
b) choose a password for example ”big”.
c) share the message in blocks of three letters, and w add g at the end

of the message to balance ”use/the/ell/ipt/icc/urv/egg”
d) substitute the letters in each block with a cycle (1, 2, 3), we get; ”

eus/eth/lel/tip/cic/vur/geg”
e) build their codes according to the previouse table.
• Its encryption is:
011111110001110100010011100110010111010100010001
011111110001110110111011010101111011101111111101
110101111111100101111111000111011101011111111001
101110110101011101110101011101011101011100111111
110101110011111101110101011101011101011100111111
101111111111110100010011100110011111010101110101
000100111001101101111111000111010001001110011011

2) To decrypt the following message
111101010111010101010001011101011101100111110101
000100111001101101011101011110010001001110011011
We follow these steps;

a) gather the bits in the blocks of 48 bits.
b) replace the blocks code on symbol letters.
c) substitute the letters in each block with the reverse cycle.
d) we get the resulte after completing the space and removing the g’s

wich are added.
• Its decryption is: azro

Remark 5.1. 1) With this application, we can encrypt and decrypt any mes-
sage of any lenth.This application can be implemented by Maple.

2) The motivation of this work is that decryption is difficult for an interceptor
who doesn’t know the password and a substitute cycle.
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