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IMAGE ENCRYPTION BASED ON ARNOLD
TRANSFORMATION
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ABSTRACT. In this paper we present a new color image encryption method
based on Arnold transformation and logistic chaotic map. The proposed ap-
proach uses the Arnold matrix modified and adapted to simultaneously make
a permutation and confusion to image pixels using logistic map, then shifting
pixel thus obtained will be put in. The result and analysis take shelter our
cryptosystem against static attack and exhaustive.

1. INTRODUCTION

The use of multimedia applications has imposed the development of backup
techniques and rapid and effective transmission. Currently the need to protect
digital information becomes mandatory In this article, we focus on the security
of image data, which are considered specific data for their information quality.
All recent work concerned with securing data using Shannon basic techniques
[1], these general techniques can be classified into two main categories: trans-
formation of values (confusion) and permutation or shifting position (diffusion
). The combination therebetween is also possible. In this article we developed
a new method for color image encryption of applying a first confusion and dif-
fusion on the pixels of the image to be encrypted using a transformation matrix
ARNOLD [2] developed then a translation of the pixels will be involved, and
this while ensuring reliable security a reduced calculation time and without infor-
mation loss. The proposed method uses symmetric key as a logistics map [3, 4, 5].

The Arnold transform, or Arnold’s cat map, was set up during the research of
ergodic theory by Arnold. Ding and al. [6]. This transformation, using a matrix
with 2 dimensions, is widely used in cryptographic systems for square images.
The formula is represented in Equation 1.

Loy _ (L “n )\ mod(N) (1)
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Where x,, and y,, represent the positions of pixels in the original image of N x N

square dimensions, and z,1 and y, 11 represent the new position after the trans-

formation of Arnold, while a and b are integers such that the determinant of the
. 1 a

matrix is 1, (det ( b ab+ 1 ) =1)

A chaotic signal looks like noise, but which is completely reproducible because
it is generated by deterministic mathematical models. This signal is very sensitive
to initial conditions, make it difficult reproduction if the generation model remains
unknown. Logistics map is part of the non-linear equations that can be applied
to generate the symmetric keys. Although it is simple, it can embody the whole
nature of non linearity phenomenon. Its function is indicated in Equation 2.

{ Xo €[0,1]

X1 = pXn(1 = X5) (2)

Where p represent the control parameter o € [0, 4]; the chaotic behaviour takes
place when p > 3.58. Logistics resulting map will be used to generate keys of
confusion, diffusion and pixel shift.

In the same line of research on the image encryption processing of Arnold and
the chaotic system, more works was done : the authors of [7] proposed an efficient
image encryption algorithm using the generalized Arnold map, the authors of [¥]
proposed an image Optical color image encryption based on Arnold transform
and interference, the authors of [9] developed a color image encryption technique
by affine hill cipher over SL, (F,) and M, (F,) domains with Arnold transform.

This article is organized as follows: after an introduction and a brief overview
of previous work, a description of the proposed methodology will be presented,
then we will present the simulation results obtained after implementation of our
method to prove the robustness and reliability of our approach.

2. OUR METHOD

The proposed method is to create the Arnold improved three-dimensional ma-
trix shown in equation (3), which will be used to permut the positions of pixels
and a scramble the levels values of the original image, after diffusion and permu-
tation, a translation by an vector is involved, the formula is shown in equation (4) :

Tn+1 1 q 0 Ln
Yni1 | =| p pg+1 0 Yn | mod(256)  (3)
Zn+1 0 0 a Zn

Where (2,41, Yn+1) represents the new pixel positions after permutation, z,;
is scrambled pixel value, while (z,, y,,) are the pixel positions of the original image
and z, the pixel color value within the coordinates (z,,y,). Then a shift of the
pixels thus obtained by applying a translation, the formula is shown in equation

(4).
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Tn+1 1 q 0 Tn T,
Y1 | =P pg+1 0 Un |+ T | mod(256)  (4)
Znt1 0 0 a Zn T,

Where T, is an integer in the Z/nZ for a next shift the z-axis, T}, is an integer in
the Z/mZ for a next shift the y-axis, and 7" is an integer in Z/256Z for a color
shift levels. The diagram below shows the encryption principle by the proposed
method.
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FIGURE 1.

The image encryption principle indicated in the scheme in Figure 1, consists in
simultaneously applying a xorification and a permutation of the original image by
the logistic map created, then a shift of pixels obtained by a translation vector.
Decryption is to follow the steps indicated in Fig 1 in the opposite direction.

3. SIMULATION RESULTS AND SAFETY ANALYSIS

All simulations are performed under the windows 8 environment, Core i5, 2GHZ
frequency processor and 4GB RAM capacity with the Java development language,
while the images used come from the web site [10)].

2.1. SENSITIVITY OF KEY BRUTAL ATTACKS

The key used is formed of two real numbers double precision namely and 64
bits each, so our key space is 128 bits, which requires a comprehensive attack
1036 which is more than enough to shelter the key used against a brutal attack.

1.2. STATISTICAL ANALYSIS

An image histogram is a graphical representation of the number of pixels having
the same gray level. Therefore cryptography color distribution of an encrypted
image is very important, hence the histogram of the encrypted image may in some
cases raise information on the original image, the histogram analysis is a control
of visual form encryption quality, a theoretical study, it makes use of entropy
analysis [1] entropy is used to express the randomness of the information for an
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image entropy can measure distribution of gray level values in the image. More
the distribution of gray values of the pixels, the more the information entropy
is higher, we also measured the time of encryption and decryption. The figure
1 shows the histograms of clear images and those of the encrypted images, the
entropy of the original image and that of the encrypted image and the time of
encryption and decryption.
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FIGURE 2. a) The plain image "girl”, b) original histogram, c)
Encryption of ”girl” using our method, d) Encrypted histogram, e)
Image decrypted ”girl”, f) decrypted histogram

4. CONCLUSION

In this article we have proposed a new simple and effective approach based on
the transformation of Arnold improved and developed to apply a permutation and
confusion on the pixels of the image and to make our robust cryptographic system
we applied a shift on the pixels with a dynamic translation vector, the simulation
results presented by a flat histogram of the encrypted image, entropy almost equal
to 8 show a remarkable strength of our approach against any cryptanalysis.
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