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AN ALGEBRAIC KEY-EXPOSURE ATTACK ON THE DIGITAL
SIGNATURE HAWK

NOUR-EDDINE RAHMANI1∗, TAOUFIK SERRAJ2 and MOULAY CHRIF ISMAILI 3

Abstract. Hawk is a post-quantum signature scheme. The security and ef-
ficiency of its most recent version are primarily based on the structured vari-
ant of a problem known as lattice isomorphism problem (the module variant
Module-LIP). We propose an attack on Hawk when one of the four coefficients
of the signing key is leaked. This attack combines algebraic methods with side-
channel exploitations. The proposed attack running time is a polynomial in
the degree of the cyclotomic number field.

1. Introduction

After Peter Shor’s paper in 1994 [35], the need for alternatives to public cryp-
tographic protocols based on classical problems, such as integer factorization and
discrete logarithms, became evident. The past two decades have been marked
by intense efforts from worldwide researchers, leading to many fascinating new
designs.

The National Institute of Standards and Technologies (NIST) requested fresh
proposals in 2016 to develop standards that can be implemented on ordinary
computers and can withstand quantum attacks. NIST selected four algorithms
to standardize in 2023: CRYSTALS-KYBER CRYSTALS-KYBER [9] (ML-KEM
[26]) , a method for secure keys; and three digital signatures: CRYSTALS-
DILITHIUM [15] (ML-DSA [27]), FALCON [18] (FN-DSA, future FIPS 206),
and SPHINCS [8] (SLH-DSA [28]).

In [13], Ducas and van Woerden proposed the application of the lattice isomor-
phism problem in cryptography. The module variant of the problem is difficult,
which the security of of HAWK is based on, meaning the hardness of the lattice
isomorphism problem (LIP) over modules [14] which is a special case of the (un-
structured) LIP. This allows efficient computations and reducing communications
and storage costs as in the other lattice-based protocols.

Practically, its interaction with the attack as well as with the cryptographic
primitive depends not just on its mathematical formulation but also on its im-
plementation and the physical attributes of the device used for the primitive’s
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realization. Side-channel attacks arise in this setting as a result of the unintended
leakage of sensitive data by cryptographic hardware when following through with
the protocol. The present paper presents the approach to exploiting the leakage
of a single algebraic integer coefficient of a signing key, i.e., a coefficient belonging
to the ring of integers of a power of two cyclotomic field.

The rest of the paper is organized as follows: Section 2 recalls some notions
on cyclotomic fields, lattices, the module lattice isomorphism problem, the inner
product, and norms. Section 3 briefly recalls HAWK algorithms. In Section 4,
we prove a linear dependence result that will be necessary to lead the attack
proposed in the next section. Our proposed attack is presented and discussed in
Section 5. Finally, a conclusion is provided.

2. Preliminaries and Notations

2.1. Number Fields. A number field L is an extension of Q and is denoted as
Q[X]/(P (X)) for an irreducible polynomial P ∈ Q[X]. It has the structure of a
Q-vector space of dimension n, where n is the degree of P . The ring of integers
of a number field is the set of all elements α of L such that there exists a monic
irreducible polynomial T ∈ Z[X] that annihilates α, i.e., T (α) = 0, and it is
denoted by OL.

Each number field comes with a set of automorphisms, known as its Galois
group, which is defined as

G := Gal(L/Q) = {σ ∈ Aut(L) | σ(x) = x,∀x ∈ Q} .
From algebraic number theory, the group G is finite and has n automorphisms,
where n is the degree of the number field L.

The algebraic norm of an element a of L is computed as

TrL(a) =
∑
σ∈G

σ(a),

and its trace is ∏
σ∈G

σ(a).

The discriminant of the number field is given by

∆L = det
(
Tr (aiaj)1≤i,j≤n

)
,

where {a1, . . . , an} is a basis of L as a Q-vector space.

2.2. Cyclotomic number fields. The HAWK signature scheme [14, 13] inte-
grates number fields and their integer rings. For n = 2m, where m ∈ {8, 9, 10},
the scheme utilises the cyclotomic number field L = Q[X]/(Xn+1) and its corre-
sponding ring of integers OL = Z[X]/(Xn+1). One of the reasons of using these
class of number fields is due to existence of fast multiplication algorithms to mul-
tiply elements of OL, one of the most used algorithms is the Number Theoretic
Transform (NTT). The late algorithm is used in most of lattice-based construc-
tions such as Kyber, Dilithium and NTRU and also HAWK, the scheme we are
attacking in our paper (see for example the NTT algorithm review [33] for more
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information on the techniques). Another reason is to ensure that multiplying
two elements of OL, does not grow so fast, this is required because of euclidean
norm conditions in verifications procedure in lattice-based digital signatures and
correction of the error when it required for lattice based encryption schemes.

2.3. Lattices and Lattices Problems. In this subsection, we provide the essen-
tial math facts required for the paper. We also discuss lattices and the challenging
problems associated with them.

Definition 2.1 (Lattice). A lattice L consists of all vectors in Rn obtained by all
linear integer combinations of the set B = {bi|1 ≤ i ≤ r} where bi’s are linearly
indepandant vectors in Rn, and we have :

L := L(B) =

{
r∑

i=1

zibi, zi ∈ Z

}
The natural numbers r are referred to as rank of lattice, and n as dimension,
while B represents the basis. It is called a full rank lattice when r = n.

One of the important invariants that comes with lattices is its volume; it mea-
sures how dense the lattice is in the ambient vector space Rn.

Definition 2.2. The volume of the lattice is defined by :

det(L) := det(
√
BTB),

for any basis B of the lattice L.

The matrix B, with columns bi, is a basis of L. All bases of L can be changed
by multiplying on the right by an matrix U of determinant ±1, which belongs to
the general linear group GLn(Z). The shortest vector problem is given a lattice,
to find a non-zero vector which has minimal Euclidean norm.

Definition 2.3 (The shortest vector problem (SVP)). Given a basis B of a lattice
L, find a non-zero vector v ∈ L such that ∥v∥ = λ1(L) := min

vinL\{0}
∥v∥. v is called

a shortest vector of the lattice L.

Another important lattice problem is the closest vector problem where we are
given a basis of a lattice and a target vector which is non-lattice vector in the real
spanned vector space of the lattice, to find a nearest lattice vector to the that
target.

Definition 2.4 (The closest vector problem (CVP)). Given a basis B of a lattice
L and a target vector t ∈ span(L) find a lattice vector u ∈ L such that ∥u− t∥ =
dist(L, t).

In general, given a good basis of the lattice, the CVP could be considered easy.
There are many algorithms in the literature to solve the closest vector problem,
and most famous ones are Babai nearest plane [6] algorithm and Kannan’s em-
bedding [21] technique. Both of the algorithms requires having a good basis to
output a correct answer, here where lattice reduction plays an important role
[23, 4, 34] . The complexity of computing a good basis from a given basis of a
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lattice it depends about the situation, for example if the input basis is already
reduced then no need for lattice reduction. This is the case in our study, the
lattice we are solving the closest vector problem already has a good basis, and
hence solving the problem is easier in our case and enabling our attack to be
realised.

Now, we proceed to state the Lattice Isomorphism Problem as described in
[13, 25].

Definition 2.5 (The Lattice Isomorphism Problem [13, 25]). Two lattices L and
L′, with respective bases B and B′, are considered isomorphic if there exists an
orthogonal transformation O such that L′ = OL. Equivalently, in matrix form,
L(B) and L(B′) are isomorphic if and only if there exists a unimodular matrix
U ∈ GLn(Z) satisfying:

B′ = OBU.

The computational problem associated with this definition involves finding either
such an orthogonal matrix O or a unimodular matrix U .

Rewriting the Lattice Isomorphism Problem in terms of quadratic forms for
simplicity. The definite positive quadratic form G = B⊤B ∈ S>

n (R) is the Gram
matrix associated with a basis B ∈ GLn(R). Two quadratic forms Q,Q′ ∈ S>

n (R)
are said to be congruent if there exists U ∈ GLn(Z) such that Q′ = U⊤QU .

Definition 2.6 (wc-sLIPQ [25](Definition 2.2)). Let Q ∈ S>
n (R). The phworst-

case search Lattice Isomorphism Problem with parameter Q, denoted wc-sLIPQ,
is:

• Input: A quadratic form Q′ ∈ S>
n (R) that is congruent to Q.

• Goal: Find a unimodular matrix U ∈ GLn(Z) such that

Q′ = U⊤QU.

By using the Cholesky decomposition, one can show that wc-sLIPB and wc-sLIPQ

are polynomial-time equivalent [13, 25].

2.4. Module Lattices. Module lattices derive their security strength from the
reductions between worst-case and average-case scenarios. In particular, solving a
Module-LIP problem for a given public key Q inherently implies resolving lattice
isomorphism for any module lattice contained in O2

L. This problem is widely
believed to resist quantum attacks [13, 14].

Module lattices, a structured generalisation of traditional lattices, are defined
over specific algebraic fields.

Using the ring Rn := OL = Z[X]/(Xn + 1) from the cyclotomic number field
Q(ζ2n), a rank-2 module lattice M ⊂ O2

L can be expressed through a basis B as:

M = {Bx | x ∈ O2
L}. (2.1)

2.5. Inner Product and Norms. Within these CM-fields, complex conjugation
is given by:

f ⋆ = f0 − fn−1X − · · · − f1X
n−1.
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An inner product on L is introduced as:

⟨f, g⟩ = 1

n
Tr(f ⋆g),

where Tr(·) denotes the trace map. The Euclidean norm associated with this
inner product are defined as:

∥f∥ =
√
⟨f, f⟩.

For a matrix B ∈ Lr×r, the Q-inner product and its corresponding norm are
expressed as:

⟨f, g⟩Q =
1

n
Tr(f ⋆Qg), ∥f∥Q =

√
⟨f, f⟩Q,

where Q is defined as b⋆B where b⋆ is the transpose conjugate of B.
The absolute value of the algebraic norm of f is the determinant of its nega-

cyclic associated matrix :

|NL(f)| =
∏
σ∈G

|σ(f)| = | det(rot(f))|

The matrix associated defines a lattice; this type of lattice is called an ideal
lattice. Since we are working in the power-of-two cyclotomic lattice we consider
the volume of the lattice associated to an algebraic integer1 equals the absolute
value of the determinant of its rotational matrix.

2.6. The Centered Binomial Distribution. The centered binomial distribu-
tion plays a crucial role in the design of hawk, we recall its definition and prop-
erties.

Definition 2.7 (Centered Binomial Distribution). Each coordinate di of the error
vector follows a centered binomial distribution:

Cη =

η∑
i=1

(xi − yi), xi, yi ∼ Bernoulli(1/2).

The variance of Cη is:

Var(Cη) = η/2.

Thus, the standard deviation of each coordinate is:

σ =
√

η/2.

3. HAWK Algorithms

In this section, we present the algorithms that form the core of the HAWK
signature scheme, including key generation, signing, and verification processes.

1This correspondence is under the umbrella of coefficient embedding lattice, there is another
embedding in the literature called the Minkowski embedding. For our purpose we are satisfied
by the coefficient embedding
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3.1. HAWKKey Generation. The private key consists of a basisB =

(
f F
g G

)
that satisfies the NTRU-like relation:

fG− gF = 1, 2 (3.1)

where f, g, F,G ∈ R. The public key is the Gram matrix:

Q = B⋆B. (3.2)

The basis is chosen to ensure a balance between security and computational effi-
ciency. Coefficients of f and g are sampled from a centered binomial distribution
with standard deviation η to achieve compactness and security [14].

3.2. HAWK Signature Generation. The signing process transforms a mes-
sage into a secure signature using the following steps:

(1) Hash the message m to a vector h ∈ R2 using a cryptographic hash
function H:

h = H(m∥salt) ∈ R2. (3.3)

(2) Compute the target vector t = Bh mod 2.
(3) Sample x from the discrete Gaussian distribution D2Z2n+t,σ.
(4) the signature is computed is follows :

s =
1

2
(h−B−1x). (3.4)

The signature s is compressed for storage efficiency, reducing s modulo a small
bound determined by σverify, ensuring compactness without loss of verification
accuracy [14].
Remark on x. Here x is a secret vector, and what we are proving in this paper is
knowing of the two coefficients of this vector is sufficient to recover the signing
key.

3.3. HAWK Verification. The verification process ensures the authenticity of
a signature using the following steps:

(1) Recompute h and w = h− 2s.
(2) Verify that:

∥w∥2Q ≤ σ2
verify · 2n. (3.5)

This ensures that the signature is valid and correctly associated with the public
key [14, 13].

3.4. HAWK’s Security.
Worst-Case to Average-Case Reductions. HAWK leverages reductions from worst-
case instances of module-LIP to average-case instances, ensuring robust protec-
tion against adversaries, we refer the reader to [13, 14] for more details.

2Remember this equation is (mod Xn + 1)
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4. Linear Dependence

In this section, we establish the relationship between B and Q over OL, the
ring of integers of the CM-number field L.

Proposition 4.1. Let B =

(
f F
g G

)
be a matrix in GL2(OL), dB = det(B), and

let

Q =

(
a b⋆

b c

)
= B⋆B,

then

F =
fb⋆ − g⋆dB

a
, G =

f ⋆dB + gb⋆

a
.

Proof. The proof is analogous for F and G, so we provide the details for F only.
Substituting into the numerator on the right-hand side of F by b⋆ = f ⋆F +g⋆G

and dB = fG− gF , we get:

fb⋆ − g⋆dB = ff ⋆F + fg⋆G− g⋆fG+ g⋆gF = (ff ⋆ + gg⋆)F = aF.

This concludes the proof. □

An important case for HAWK is when dC = 1 we have the following corollary:

Corollary 4.2. Let B =

(
f F
g G

)
be a matrix in GL2(OL), det(B) = 1 , and let

Q =

(
a b⋆

b c

)
= B⋆B,

then

F =
fb⋆ − g⋆

a
, G =

f ⋆ + gb⋆

a
.

5. One coefficient of the signing-key exposure attack

Now using the previous proposition and corollary, we can derive an attack when
side information appears from side channels. In the this section, we prove without
loss of generality that even when only g is leaked, a full recovery is still possible
in polynomial time, using the LLL algorithm. The corollary shows that a divides
fb⋆−g⋆ and a divides f ⋆+gb⋆, that is there is F,G ∈ OL such that Fa = fb⋆−g⋆

and Ga = f ⋆ + gb⋆. Since a, b and c are public, given f or g, to retrieve g or f
respectively, one must solve either one of the diophantine equations:

Fa = fb⋆ − g⋆ or Ga = f ⋆ + gb⋆,

for unknowns F, g or G, f respectively. The two diophantine equations are the
same Xa = Y + αb⋆ for unknowns X and Y , whereas the known coefficient
α is f or g depend on the situation when the attack knows f or g respectively.
Without loss of generality, this can be extended in the same manner for any given
coefficient of B. Since this is just a redundancy, we describe the attack only in
the case of giving, g and we have to retrieve f , and clearly by the corollary 4.2,
we compute F and G, therefore we are able to construct the whole signing key.
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5.1. Toward solving the diophantine equation va = f ⋆ + gb⋆ via lattices.
To retrieve f given g, one must solve one of the previous equations:

Fa = fb⋆ − g⋆ or Ga = f ⋆ + gb⋆.

In our assumed scenario, to get f fromQ and g we will try to solveGa = f ⋆+gb⋆

using lattices. This choice is because that this equation it can be seen as a closest
vector problem instance with target gb⋆ and the lattice constructed by a and the
error term is f ⋆.

The following key lemma will help us to prove that in our case we are able to
solve the closest vector problem in this setting.

Lemma 5.1. For two algebraic integers f and g of OL, with each coefficient
is sampled from the centred binomial distribution of parameter η and let a =
ff ⋆ + gg⋆. We have:

(1) The expected Euclidean norm of f and g is:

E [∥f∥] = E [∥g∥] ≈ O(
√
nη)

(2) The expected Euclidean norm of a is:

E [∥a∥] ≈ O(nη)

(3) The expected algebraic norm of a is:

E [N (a)] ≈ O((nη)n)

Proof. Each coefficient of f =
∑n−1

i=0 f [i]X i or g is sampled identically and inde-

pendently from the centered binomial distribution, and since ∥f∥2 =
∑n−1

i=0 f [i]2,
We have:

(1) E [∥f∥2] =
∑n−1

i=0 E[f 2
i ] =

∑n−1
i=0

η
2
= nη

2
, therefore E [∥f∥2] = O(nη). Using

the fact that E[X 2] ≥ E[X ]2 and taking square root we prove the first
claim, i.e. E [∥f∥] = O(

√
nη).

(2) The same procedure was applied after considering the convolutions and
estimating for each coefficient, ak of a we get E[a2k] ≈ 2nη2, making that
E[∥a∥2] ≈ 2n2η2 and hence E [∥a∥] = O(nη).

(3) This follows from the previous point and the formula of the algebraic
norm, and since we are working in a power-of-two cyclotomic field, we

have |NL(a)| =
∏
σ∈G

|σ(a)| ≈ ∥a∥n ≈ O((nη)n) from the previous point.

□

We give an empirical comparison with theoretical bounds given in the previous
lemma. The diagram in figure 1 summarizes what the lemma predicts:

The Gaussian heuristic estimates the length of a shortest non-zero vector in a
lattice of dimension n as follows:

λ1(L) ≈
√

n

2πe
vol(L)

1
n

For the principal ideal lattice L(a) and the previous lemma, we have the fol-
lowing heuristic:
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Figure 1. Comparison of Theoretical and Empirical Norms
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λ1(L(a)) ≈
√

n

2πe
|NL(a)|

1
n ≈

√
n

2πe
O(nη) ≈ O(n

3
2η)

From the previous discussion, on the one hand, we heuristically predict that
vec(a) = vec(a⋆) is a short vector in the ideal lattice generated by a, since it is
much smaller than what the Gaussian heuristic predicts (and we are given the
vector of a), on the other hand, the error term vec(f) is smaller than vec(a) and
grows slower than vec(a) do as n or η grow.

The equation g⋆b = aG⋆ + f cane be seen in the language of lattices as:

vec(g⋆b) = rot(a) · vec(G⋆) + vec(f).

Since a is public, we can decode the vector vec(g⋆b) to a lattice vector u of the
lattice L(a), in polynomial time using Kannan’s embedding or Babai’s nearest
plane algorithm, and since a is of small euclidean norm, the output should be
f with overwhelming probability. Another important remark, under the same
setting, is that a shortest vector estimated length and the error estimated length
share n and η, this implies that for any η under the same construction and
assumptions, the attack is valid. We have the following algorithm:

Algorithm 1 Recovering f from (a, b, g) using LLL and Kannan’s embedding

Input: a, b: Public elements of the public key of HAWK
Input: g: a leaked algebraic coefficient of the secret key from the HAWK con-

struction
Input: η: Parameter controlling the noise distribution
Output: f
1: Compute the vector representation of g⋆b:
2: vecg = vec(g⋆b)
3: Construct the lattice basis using Kannan’s embedding:

4: M =

[
Rot(a) vecg

0 1

]
5: Apply the LLL algorithm to M to obtain a reduced basis:
6: Reduced Basis = LLL(M)
7: Extract the first vector from the reduced basis:
8: short vector = Reduced Basis[0]
9: Verify and return f :

10: if short vector is of the form (vec(f),±1)T then
11: return ∓vec(f)
12: else
13: Report failure (should not happen with overwhelming probability)
14: end if

Hence, we have the following theorem, ensuring that algorithm 1 terminates
and return the correct answer.

Theorem 5.2. For any η, and for any n degree of a power of two cyclotomic
number field, where f, g are sampled as in the construction of HAWK from a
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centred binomial distribution of parameter η, there is a polynomial-time algorithm
1 that outputs f given a, b, and g.

Proof. From the lemma 5.1, on average the lattice L(a) is already reduced, and
consider the following lattice by constructed by the Kannan’s embedding tech-
nique:

M =

[
Rot(a) vec(g⋆b)

0 1

]
.

The lattice defined by M contains the vector (vec(f),−1)T that is predicted to
have a small Euclidean norm, sinceM ·(vec(G⋆),−1) = (vec(aG⋆)−vec(g⋆b),−1)T =
(vec(f),−1)T . Running the LLL algorithm, we get a shortest lattice vector
(vec(f),−1)T or (−vec(f), 1)T . Since the LLL runs in polynomial time, then
the algorithm runs in polynomial time. □

Now retrieving a second coefficient is possible given one of the four coefficients,
and by corollary 4.2, the whole signing key can be reconstructed. This does not
take a long time in practice.

5.2. Performance of the attack using Kannan’s Embedding. This subsec-
tion presents the results of the tests for the previously mentioned attack. The
test was conducted on all different parameters in the documentation of HAWK,
in particular for n = 1024, we find a second coefficient of the coefficients of B
given one another of its coefficients in about 90 seconds on average of 5 instances
using the official demonstrative repository of HAWK implemented in SageMath:

https://github.com/ludopulles/hawk-aux/blob/main/code/hawk.sage

Our implementation which loads the previous scripts can be found In

https://github.com/ndrahmani/hawk_key_exposure_attack

The following table 1 summarizes the behaviour for different degrees provided
in the official documentation of HAWK, using the LLL function implemented in
SageMath 10.5 [32].

Degree of Cyclotomic Field 256 512 1024

Running Time (seconds) 0.7918 6.4686 81.9059

Table 1. Running time of the attack for different degrees of power-
of-two cyclotomic fields.

From the previous table we see that our attack is efficient when a leakage is
provided, hence we gave an efficient method to exploit extra information.

We also have run the experiment on larger η (For η = 3200 this correspond
as input sigma kgs = 40) for cyclotomic field of degree n = 256 with 100 tests
and all the tests the other coefficient is successfully retrieved. This validates our
theoretical analysis in practice. The average running time over 100 tests was
0.84 seconds, indicating a slight increase in execution time. This demonstrates
that the effect of η is smaller than that of the number field degree as it grows.
Consequently, increasing η cannot serve as a mathematical countermeasure to our

https://github.com/ludopulles/hawk-aux/blob/main/code/hawk.sage
https://github.com/ndrahmani/hawk_key_exposure_attack
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proposed attack that exploits side information. Therefore, securing the scheme
against physical leakage should be a priority.

6. Conclusion

In this paper we gave a new approach to benefit from an exposure to attack
HAWK using leakage from the key generation or during the signing process. The
attack runs in polynomial time in the degree of the cyclotomic number field. We
let to extend the attack when less information about signing key, or signing secret
coefficients is available as an open problem.
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